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EXECUTIVE OFFICE OF THE PRESIDENT‘ Brocative RengﬁY
OFFICE OF MANAGEMENT AND BUDGET g 8 _ q F]é 5 X

WASHINGTON, D.C. 20503

November 29, 1988 A?;E/

MEMORANDUM FOR HEADS OF EXECUTIVE TMENTS AND AGENCIES
L

FROM: Joseph R. Wright,
Director

SUBJECT: Review of GenerAl Controls in Federal
Computer Systghms Conducted by the
President’s Council on Integrity and
Efficiency (PCIE)

The attached report is the second in a series of products of the
President’s Council on Integrity and Efficiency (PCIE) Computer
Systems Integrity Project. In a review of ten major Federal
computer centers, the PCIE study team found serious control
deficiencies in system software, as well as opportunltles to
recover inefficiently used disk storage.

The findings in the report are both alarming and important. They
suggest actions that agencies should take immediately, such as
developing effective policies and procedures for operating system
security for their computer centers and making greater use of
commercially available dlagnostlc tools to guide operating system
maintenance. I urge you to examine the report carefully and take
immediate action to address the deficiencies identified both in
the spec1f1c systems reviewed in the report as well as in other
systems in your agency with similar system software. In
particular:

o If your agency is one of the agencies identified in the
report, I ask that you determine which of the weaknesses
reported for your agency are material, as described in our
August 15, 1988 guidance (M-88-29), and report them in
this year’s annual report to the President under the
Office of Management and Budget’s (OMB) Circular No.
A-123.

© In accordance with the Computer Securlty Act of 1987
(Public Law 100-235), your agency is developing computer
security plans for each of its computer systems that
contain sensitive information. Control of system software
is to be included as part of those plans (see OMB Bulletin
88-16). Given the potential risk represented by the
weakness found, I ask that you make sure that where
security plans concern systems-that utilize the system
software discussed in this report, extra attention be paid
to that portion of the security plan.

RESISTRY,
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-» . I am also asking the Directors of the National Institute of

; * Standards and Technology and the National Security Agency and the
Administrator of the General Services Administration to act on
the recommendations addressed to those agencies.

Reports of this sort, which identify potential vulnerabilities
and offer constructive advice for addressing them, are critical
to our continuing efforts to improve the integrity of Federal
systems consistent with the Computer Security Act of 1987, the
Federal Manager’s Financial Integrity Act of 1982 (Public Law
97-255), and just plain good management practice. I commend the
PCIE for its efforts. .

Attachment
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PRESIDENT’S COUNCIL on INTEGRITY & EFFICIENCY
October 12, 1988

MEMORANDUM FOR: The Honorable Joseph R. Wright, Jr.

FROM:

SUBJECT:

Chairman, President's Council on
Integrity and Efficiency °

Members, President's Council on
Integrity and Efficiency

Project Co-Leaders
PCIE Computer Committee
Computer Systems Integrity Project

Review of General Controls in
Federal Computer Systems

The enclosed final audit report presents the consolidated results of Task

2A of the President's Council on Integrity and Efficiency (PCIE) sponsored
Computer Systems Integrity Project. Task 2A covered the Review of General

Controls

in Federal Computer Systems. The report's Executive Summary

succinctly describes the overall condition identified by the Inspectors
General, including (1) the existence of serious operating system and
security software control deficiencies at all agency computer centers
reviewed and (2) opportunities to recover an estimated $17 million in
inefficiently used disk storage at these centers,

The report makes several Governmentwide recommendations for strengthening
information systems management of operating system and security software,
and disk and tape storage at Federal computer centers. Implementing these
recommendations will require actions by the O0ffice of Management and
Budget, the National Institute of Standards and Technology, the National
Security Agency, and the General Services Administration, We provided
copies of the draft version of this report to all four organizations for

comment .

We obtained informal comments from Office of Management and

Budget officials after receiving formal written comments from the other
three organizations (included in their entirety in Appendix F). These
comments indicate general agreement with the report and its recommenda-
tions, and have been incorporated as appropriate into this final version of

the report,

5

Inspector General
National Aeronautics and

spector General
Department of Transportation

Space Administration

Enclosure
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THE PRESIDENT'S COUNCIL ON
INTEGRITY AND EFFICIENCY'S REVIEW OF

GENERAL CONTROLS IN FEDERAL COMPUTER SYSTEMS
EXECUTIVE SUMMARY ' -

In September 1986, the President's Council on Integrity and Efficiency
(PCIE) initiated the Computer Systems Integrity Project. The project is a
multi-task effort focusing on controls, security, and other integrity
issues related to the entire data processing systems life cycle. The
objectives of the overall project are to assess the integrity of Federal
computer - systems and develop - recommendations for Govermmentwide
improvements- in - standards, procedures, documentation, and operations
affecting computer systems integrity.

The first task, Survey of Agency Implementation of Computer Systems
Integrity Requirements, focused on the compliance of eight agencies with
mandated policies and other requirements for computer security and
controls. It assessed the general level of implementation of those
requirements for Federal agency computer systems unrelated to national
security. It resulted in a separate product by each of the eight
participating Offices of Inspectors General discussing survey results at
their particular agency. 1In addition, a consolidated report by the PCIE
which summarized overall survey results was issued on June 2, 1988. The
report identified five common obstacles which limited the effectiveness of
agency compliance activities, and made recommendations to the 0ffice of
Management and - Budget (OMB) for overcoming those obstacles and
strengthening agencies' compliance capabilities Governmentwide.

This second task, General Controls Review, is one 0f two project tasks
aimed at reviewing operational systems. Initiated in July 1987, the task
was aimed at assessing management controls over system software--i.e,,
operating system software and access (security) software--at 10 Federal
computer centers, In addition, disk and tape storage management were
analyzed as a byproduct of using the computer assisted audit techniques
employed to assess system software controls. The Inspectors General
offices at the ten Federal agencies shown in Appendix A participated in
this task. They used a combination of both automated and manual audit
techniques as described in Appendices B and C. 0f the 10 major
mission-support/administrative computer centers reviewed (Appendix A also
profiles each center), 6 disburse an estimated $273 billion to American
citizens and businesses annually, and 8 support large-scale financial
systems that controlled funds which totalled over $1.4 trillion for FY
1987. Each participating Inspector General issued one or more reports
describing the system software internal control weaknesses and disk and
tape storage management deficiencies found at each of their respective
agencies, These reports are listed in Appendix D.

We concluded that all of the agency computer systems reviewed had serious
operating system and security software control deficiencies (see Appendix
E). The operating system integrity exposures would allow a knowl edgeable
perpetrator to access, modify, and/or destroy an agency's computer data,
programs, ‘and other resources without leaving an audit trail., These
exposures resulted from (a) inadequate controls over enhancements to
operating systems, (b) inadequate administration of the authorized program
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facility (an important system protection mechanism), {c) improper
maintenance of operating system software, and (d) a lack of policies
standards, and procedures pertaining to system software management. In
addition, improper technical implementation of security software features
and inadequate administrative controls over security software further
increased the risks to operational continuity and integrity of critical
applications which support agency missions.

Using terminals just like those used by regular users to access the
systems, we demonstrated to agency information systems managers the
seriousness of these collective internal control weaknesses. For example,
in the presence of agency information systems managers, we disabled
security checking for file accesses and converted our "standard" terminal
into the functional equivalent of a "master operator's console." This gave
us the capability to take total control over the agency's computer system
and access, modify, and/or destroy sensitive data and disrupt the
continuity of information processing activities. '~ We convinced agency
managers that we, or any knowledgeable user, could have performed any of
these adverse acts without being detected. In general, agency information
systems managers were not fully equipped to deal with the technically
compliex interrelationships between system software controls and computer
systems integrity. We believe that additional guidance for agency
information systems managers is needed to better focus attention on, and to
strengthen, operating system and security software controls. Part II of
the report discusses these issues in more depth, and includes comprehensive
Governmentwide recommendations,

Our computerized analyses of combined disk storage resources showed that
significant opportunities existed to improve disk storage management at
all ten agency computer centers reviewed. In total, an estimated $17
million in inefficiently used disk storage could be recovered and made
available for reuse through the application of generally accepted disk
storage management techniques--thereby reducing the need for future
additional disk storage procurements. Similarly, our computerized analyses
of magnetic tape storage showed that tape processing efficiency could also
be significantly improved. Additional guidance on the use of generally
accepted disk and tape storage management techniques is needed for agency
information systems managers to better focus attention on, and to
strengthen controls over, disk and tape storage resources. Part III of the
report discusses this 1issue in more depth, and contains pertinent
Governmentwide recommendations.

Comments of organizations affected by the Governmentwide recommendations
have been incorporated into the report as appropriate, and their formal
replies are contained in their entirety in Appendix F. OMB staff generally
agreed with the recommendations presented in this report for strengthening
information systems management of operating system and security software,
and disk and tape storage at Federal computer centers. The actions .
prescribed for the responsible oversight agencies, together with the
agency-specific actions recommended by the respective Inspectors General,
should substantially strengthen computer systems integrity Governmentwide.

i1
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1. INTRODUCTION
Background

Federal agencies have significant information technology inventories,
and the trend is toward the use of more information technology,
especially in the hands of end users. For example, agencies currently
have about 18,000 large- and medium-scale computers and, according to
estimates by the General Services Administration (GSA), have almost
one-half million microcomputers costing about $1.7 billion in use.
Information generated from these systems has become critical to
managers for long-range planning as well as day-to-day operations. The
increased dependence on computer systems to carry out departments' and
agencies' missions requires that the integrity of computer systems is
maintained. - This involves assuring that cost-effective internal
controls are in place to manage and secure the processing of sensitive
automated information critical to Government operations,

The information technology explosion has greatly increased
opportunities for fraud, waste, and abuse in Federal programs, making
effective computer security more important than ever before. The
Computer Committee of the PCIE has issued three reports since June 1983
addressing computer-related fraud issues. The first report, entitled
“Computer-Related Fraud and Abuse in Government Agencies" (June 1983),
discussed 172 computer-related fraud cases and provided data on
perpetrator characteristics, losses, methods of perpetration,
detection, and controls. The second report, entitled “Computer-Related
Fraud in ‘Government Agencies: Perpetrator Interviews" (May 1985),
discussed the results of interviews conducted with 46 perpetrators of
computer-related fraud involving seven Federal agencies. It provided
insight into how, why, and by whom computer crimes are committed, and
addressed generic weaknesses in Government computer systems. The third
report, entitled "Computers: Crimes, Clues and Controls" (March 1986),
discussed the prevention of unauthorized access, disclosure, delay,
alteration, destruction, and other misuse of unclassified but sensitive
automated data. In response to the growing threat of computer crime,
Congress passed the Camputer Fraud and Abuse Act of 1986, which made it
easier for agencies to prosecute fraudulent and other illegal acts
involving Federal computer systems,

From this perspective, in September 1986, the PCIE Computer Committee
initiated the Computer Systems Integrity Project. The project is a
multi-task effort focusing on controls, security, and other integrity
issues related to the entire data processing systems' life cycle. The
objectives of the overall project are to assess the integrity of
Federal computer systems and develop recommendations for Governmentwide
improvements in standards, procedures, documentation, and operations
affecting computer systems integrity. Portions of the project are
being performed in conjunction with the President's Council on
Management Improvement,
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The first task, Survey of Agency Implementation of Computer Systems
Integrity Requirements, was aimed at providing an overview of the
implementation of policies and other requirements pertaining to the
establishment of general controls, generic application controls, and
other integrity issues for Federal agency computer systems unrelated to
national security. The work focused on the compliance of eight
agencies with mandated requirements for computer security and controls
in order to assess the general level of implementation of those
requirements within the agencies. It resulted in nine products--a
separate product by each of the eight participating Offices of
Inspectors General (issued between April 1987 and May 1988) discussing
survey results at their particular agency, and a June 2, 1988
consolidated report by the PCIE summarizing overall survey results,

In general, the survey found that by issuing policies and procedures,
assigning responsibilities, putting monitoring activities in place, and
conducting some training, Federal agencies complied with many of the
computer systems integrity requirements stipulated in OMB €irculars
A-123 "Internal Control Systems", A-127 "Financial Management Systems",
and A-130 "Management of Federal Information Resources”. However,
agencies varied widely in the emphasis they placed on implementing each
set of requirements, and the specificity of requirements within the
circulars appeared to determine which functions were most actively
being addressed within the agencies. The PCIE summary report
identified five common obstacles which limited the effectiveness of
agency implementation activities. The report made recommendations to
OMB for overcoming those obstacles and strengthening agencies'
implementation capabilities Governmentwide. Officials from OMB, GSA,
the Office of Personnel Management (OPM), and the Department of
Commerce's National Institute of Standards and Technology (NIST)
generally concurred with the report findings and recommendations.

This second task, General Controls Review, is one of two project tasks
aimed at reviewing operational systems., It was initiated in July 1987
to assess management controls over system software at selected Federal
computer centers, (System software refers to the computer programs
that manage the processing workload and control user access to the
various resources of the camputer system.) Work on this task focused
on two key system software controls subareas: (a) operating system
software controls and (b) access (security) software controls. 1In
addition, disk and tape storage management were analyzed as a byproduct
of using the computer assisted audit techniques employed to assess
system software controls,

System software controls is one of six types of general information
system controls (the other five are organization controls; system
design, development, and modification controls; data center operations
controls; data center protection controls; and hardware controls). We
concentrated our general controls review on this, area because the
Inspector General community has traditionally given little or no
attention to system software controls--even though the degree of their
effectiveness has a major impact on overall canputer systems integrity.
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Overview of Governmentwide Requirements: ~

Governmentwide policies and requirements for system software controls
and disk and tape storage management have been prescribed in general
terms by a variety of Federal sources, including OMB and the Congress.
Although system software controls are not specifically mentioned,
Circulars A-123 and A-130, in conjunction with the Computer Security
Act-of 1987, contain the requirements for agencies to establish and
implement computer security and control activities. Similarly, OMB
Circular A-130, 1in conjunction with the Paperwork Reduction
Reauthorization Act of 1986, requires agencies to establish and
implement information resources management controls to ensure the.
efficient, effective, and economical use of information resources such
as disk and tape storage resources. These requirements and their
sources are further discussed below. -

In providing for implementation of the Federal Managers' Financial
Integrity Act of 1982, OMB (Circular A-123 requires agencies to
establish and maintain cost-effective systems of internal controls to
provide management with reasonable assurance that assets are
safeguarded against waste, loss, and unauthorized use. Included in its
provisions are requirements that agencies (a) conduct risk assessments
to identify potential risks in their operations, (b) make internal
control evaluations to determine whether their internal control systems
are effective, and (c) report annually to the President and Congress on
the state of their internal control systems,

OMB Circular A-130 provides for implementing the Paperwork Reduction
Act of 1980 and other public laws and Executive orders. The 1980 Act
established a broad mandate for agencies to perform their information
activities  in an efficient, effective, and economical manner. It
specifically provided authority to OMB to develop and implement uniform
and consistent information resources management policies: oversee the
development and use of information management principles, standards,
and guidelines; evaluate agency information management practices; and
determine compliance of such practices with established policies,
principles, and guidelines. In response to its provisions, GSA issued
regulations requiring :all executive agencies to review their
Information Resources Management policies and activities on a triennial
cycle. OMB  Circular 'A-130 establishes requirements for general
information policy, records management, privacy, and Federal Automatic
Data Processing (ADP) and telecommunications. In addition, Appendix
ITT of the circular; (entitled "Security of Federal Automated
Information Systems") requires agencies to ensure an adequate level of
security for all automated information systems so that they operate
effectively and accurately, contain appropriate safequards, and
continuously operate in support of critical agency functions,

In 1986, the Congress: enacted the Paperwork Reduction Reauthorization
Act, which amended the 1980 Paperwork Reduction Act. The 1986 Act
prescribed two requirements which further addressed computer systems
integrity. The 1986 Act first made agencies responsible for
implementing applicable Governmentwide and agency information policies,
principles, standards, and guidelines; and second, tasked them with
periodically evaluating and improving, as needed, the accuracy,

3
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completeness, and reliability of data and records contained in Federal
information systems, (OMB has not yet incorporated these new
requirements into Circular A-130.) In addition, the 1986 Act addressed
information resources management by requiring that the Federal
Government ensure that ADP, telecommunications, and other information
technologies are acquired and used in an economical, efficient, and
effective manner,

The January 8, 1988 enactment of the Computer Security Act of 1987
(P.L. 100-235) recognized the need for improving the security and
privacy of sensitive information in Federal computer systems and
created the means for establishing minimum acceptable security
practices for such systems, In particular, it assigned NIST
responsibility for developing standards and guidelines for the
cost-effective security and privacy of information in Federal computer
systems, required the establishment of security plans by all operators
of Federal computer systems, and required mandatory periodic training
for all persons involved in Federal computer systems, :

Scope of Evaluation

Ten Inspectors General Offices participated in this task (Departments
of Agriculture, Energy, Health and Human Services, Housing and Urban
Development, Transportation, Treasury; Government Printing Office;
National Aeronautics and Space Administration (NASA); OPM; and Veterans
Administration). The Inspectors General reviewed system software
controls and disk and tape storage resource utilization at a major
mission-support/administrative computer center within each of their
agencies, These agencies wuse automated systems to track their
operating budget outlays, which are estimated to total about $746
billion for FY 1988, Of the 10 computer centers reviewed, 6 disburse
an estimated $273 billion to American citizens and businesses annually.
Further, eight of the computer centers support large-scale financial
systems that controlled FY 1987 funds totaling over $1.4 trillion.

A1l but one of the computer centers reviewed operated large-scale
International Business Machines (I1BM) Corporation computer systems (or
compatible brands) using IBM's Multiple Virtual Storage (MVS) operating
system. (The review work performed at the one non-MVS equipped
computer center did not include an assessment of operating system
software controls.) As shown by this task, MVS is the dominant
operating system supporting the Federal Government's entitlement,
payroll, financial management, accounting, grants management, and
general administrative applications. A majority of the centers also
used one of several commercially available environmental security
software packages. A profile of the missions of each agency and
computer center reviewed during this task is included in Appendix A.
The Appendix: also highlights the mission impaimments that can result
from inadequately controlled system software.

4

Declassifiéd and Approved For Release 2013/01/17 : CIA-RDP90M01364R000800370002-8



- Declassified and Approved For Release 2013/01/17 CIA-RDP90M01364R000800370002-8

The Department of Transportation (DOT) and NASA Inspectors General

Offices had overall responsibility for coordinating this task. A
detailed Task Audit Guide and customized audit software were developed

by DOT's Inspector General staff and used by the participants in
performing this audit work, 1In addition, DOT's Inspector General staff
provided extensive technical assistance to the participants, primarily
in the area of operating system software controls. In performing this
task, the participants used industry guidelines on system software
management and security software implementation to supplement the
Federal computer systems integrity and information resources management
requirements, A combination of automated and manual audit techniques
described in Appendices B and C was used to review each agency's
computer systems. The reviews, which were conducted in accordance with

the U.S. General Accounting Office's “Standards for Audit of
Governmental Organizations, Programs, Activities, and Functions," were
designed to answer the following three questions:

-- Were operating system features which control the ability to
perform sensitive tasks, such as bypassing system security,
properly administered and controlled?

- =- Were environmental security software mechanisms which control
user - access to information and other computer resources
properly administered and controlled?

. --- Were disk and magnetic tape storage resources economically,
efficiently, and effectively used?

Where available, the participants used past reports and ongoing audits
to fulfill specific task requirements. The field work was conducted
between August 1987 and March 1988. Based on the information
developed, individual’ agency reports were prepared and issued (see
Appendix D). This report consolidates the findings of the individual
agency assessments and presents recommendations addressing
Governmentwide issues,
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IT. STRENGTHENING CONTROLS OVER OPERATING SYSTEM AND ENVIRONMENTAL
SECURITY SOFTWARE

A1l of the agency computer systems reviewed had significant operating
system and security software control deficiencies {See Appendix E).
The operating system integrity exposures would allow a knowledgeable
perpetrator to access, modify, and/or destroy an agency's computer
data, programs, and other resources--without leaving an audit trail.
The security software control deficiencies further increased the risks
to the operational continuity and integrity of critical applications
supporting the missions of the agencies. Using termminals just like
those used by regular users to access the systems, we demonstrated to
agency information systems managers the seriousness of these
collective internal control weaknesses. For example, we disabled
security checking for file accesses and converted our “standard”
terminal into the functional equivalent of a "master operator's
console.," This gave us the capability to take total control over the
agency's computer system and access, modify, and/or destroy sensitive
data and disrupt the continuity of information processing activities.
Although we did not further exercise any of these powerful security
and control privileges to perform any adverse acts, we convinced
agency managers that we, or any knowledgeable user, could have
performed any of the adverse acts noted above without being detected.

While operating system and security software functions are, in many
respects, separate, computer systems integrity cannot be accomplished
without having effective internal controls in place simul taneously
over both, For example, when operating system integrity has been
compromised, even a sophisticated and properly implemented security
software package cannot be relied upon to prevent unauthorized
access, modification, or destruction of sensitive information or other
computer resources. Similarly, weak security software controls
threaten operating system integrity by not sufficiently restricting
user access to sensitive operating system resources and not ensuring
separation of duties within sensitive information systems functional
areas., Agency information systems managers were not adequately
familiar with the technically complex interrelationships between
system software controls and computer systems integrity. Additional
guidance for agency information systems management is needed to better
focus attention on, and to strengthen, operating system and security
software controls, ’

Need to Strengthen QOperating System Software Controls

An operating system provides a collection of service routines (i.e.,
special programs) to supervise the sequence and processing of
applications by a computer. The operating system also plays a key
role 1in assuring computer systems integrity by i{solating and
protecting.all individual tasks (i.e., applications) from one another
in the system, As discussed below, the operating system integrity
exposures and vulnerabilities identified by our work resulted from (a)
inadequate controls over operating system extension, (b) inadequate
administration of an important system protection mechanism, (c)
improper maintenance of operating system software, and (d) a lack of
policies, standards, and procedures pertaining to system software
management .
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Operating System Extension

The standard functional capabilities of the MVS operating system can
be extended through the addition of one or more special Supervisor
Calls (SvC). SVCs are special machine instructions within an
operating system which programs use to communicate with the operating
system. For example, a "calling" program uses the SVC mechanism to
- request that the operating system perform a desired system service
_ routine, such as opening a data file for modification. The vendor
provides a standard set of SVCs when a computer center acquires the
MVS operating system., 1In addition, other SVCs can be obtained from
system software vendors and public domain software exchange services,
and may even be developed inhouse by a computer center's own systems
programming staff. 1Installing such additional SVCs has been a common
practice at MVS computer centers,

Proper SVC design and implementation is a key element of operating
system integrity and security. SVCs employ specialized and powerful
processing capabilities to perform sensitive but crucial processing
functions. The MVS vendor has developed rigorous integrity standards
for its SVCs to ensure that their use can be highly controlled. SVCs
from other sources, however, may not be subjected to similar integrity
standards. According to computer security experts, installing such
non-MVS vendor tested SVCs creates one of the greatest vulnerabilities
for operating systems,

A1l nine MVS computer centers reviewed had installed non-MVS vendor
tested SVCs which compromised system integrity. To demonstrate the
seriousness of this type of integrity exposure, our audit tests
successfully exploited vulnerable installation-added SVCs at eight of
the nine computer centers. In doing so, we were able to bypass
security software controls and take full control of the agency
computer systems, These tests showed that the added SVCs provided the
opportunity for any knowledgeable perpetrator to bypass critical
operating system controls and then bypass normal security software
controls, ‘Furthermore, all three SVC sources--commercial system
software vendors, public domain software exchange services, and local
systems programming staff--contributed exposures at the computer
Centers reviewed. Before any SVC is installed, information systems
management should thoroughly review its characteristics to guard
against compromising operating system integrity and exposing an
agency's computer system to potential penetration by unauthorized
individuals. .

Operating System Protection

A key MVS operating system protection mechanism under the administra-
tive control of computer center management is the authorized program
facility (APF). Programs which have been placed in specially
designated APF libraries become, in effect, part of the operating
system and can generally gain the ability to circumvent or disable any
security mechanism, alter any audit trail, and/or modify any
~application's data in the computer, regardless of the presence of
access control software. Noncompliance with the MVS vendor's
guidelines for APF administration can introduce integrity exposures to

7 . , -
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the operating system environment and, at a minimum, seriously
jeopardizes information systems management control over system
software. For example, one IBM guideline cautions computer center
management to avoid assigning the same name to more than one active
APF-authorized program because the existence of duplicate names could
result in a mixup of program flow and possibly introduce -an integrity
exposure.

By performing a computer-assisted analysis of the APF libraries at
each of the nine MVS computer centers, we determined that all but one
had significant numbers of duplicate-named programs. The eight
centers averaged over 2,500 sets of duplicate-named programs (out of
an average of 15,900 programs per center), and the center with the
most duplicates had about 5,900 sets out of a total of about 51,000
programs. Information systems management should ensure that APF
libraries and their contents are strictly controlled in accordance
with MVS vendor guidelines to protect the operating system, as well as
all applications, from accidental and/or deliberate acts to access,
modify, or destroy information, programs, or other sensitive computer
resources.

Operating System Maintenance

In sophisticated and complex operating system environments such as
MVS, proper performance of routine and special maintenance tasks--a
crucial area of system software management--is essential. Improperly
applied changes can result in system modifications where the audit
trail is insufficient to verify what changes were actually made.
Industry experts strongly recommend that all maintenance to MVS be
performed under the control of the vendor's System Modification
Program (SMP). SMP  provides  facilities to manage a computer
installation's software inventory by providing extensive records of
additions and modifications in a historical control file. For all
nine computer centers reviewed, modifications were made to operating
system components outside the controls of SMP, Information systems
management needs to adequately control operating system software
maintenance--using recommended SMP facilities exclusively--to avoid
unintentionally compromising the integrity of the system.

Because managing MVS operating system maintenance is complex,

information systems management should also consider using commercially
available diagnostic software tools as a preventive maintenance,
catalyst to supplement the traditional system software management
process. We used such a commercially available diagnostic software

package to analyze a key MVS maintenance dimension--unresolved

problems--for the MVS computer systems reviewed. This package, which
uses the SMP historical control file and a vendor-developed data base
of MVS problems, compares the current MVS Operating system software

environment with this data base and provides comprehensive information

on unresolved problems by severity level 1in various functional

management areas. The summary tables and charts that follow show the

range of significant, unresolved problems across the nine MVS computer

systems analyzed--indicating that preventive maintenance should be a

major concern at these Federal agencies.

Our diagnostic software package identified 4,915 instances of

unresolved operating system problems at the nine MVS computer centers
reviewed. Appendix C contains a description of each management area.
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NUMBER OF PROBLEM .INSTANCES BY SYSTEMS MANAGEMENT AREA

MVS COMPUTER CENTER -

1 2 3 4 5 6 7 8 9
MANAGEMENT AREA ' . TOTAL

A Performance
and capacity 183 129 85 81 90 65 61 56. 30 780

B Security 5 22 6 26 16 17 17 8 -10 178
C Measurement ‘

.and accounting 67 35 22 32 27 10 12 9 10 224
D Workload control 5 2 0 2 8 2 2 2 2 25
E OQperation . S :

and execution 132 124 91 50 57 45 43 36 39 617
F Internal

retiability 446 318 298 144 160 130 101 114 76 1787

G External :
reliability 209 135 63 124 92 61 66 66 42 858

H Unassigned 7495 18 71 43 31 45 41 28 446
Total 1172 860 583 530 493 361 347 332 237 4915

The package's vendor identified three severity levels- for problems,
The "critical" level is the most serious and can cause the entire
computer system to fail (or some similarly catastrophic condition to
occur); the "impacting" level is less serious than “"critical® but
includes integrity problems; and the “limited" level is the least
serious but by no means trivial. (Appendix C expands on the vendor's
criteria for categorizing problem severity.) Of the 4,915 problem
instances identified, 340 were categorized as critical; 1,848 as
impacting; and 2,727 as limited.

NUMBER OF PROBLEM INSTANCES BY SEVERITY LEVEL

.,  MVS COMPUTER CENTER

1 2 3 4 5 6 7 8 9’

SEVERITY LEVEL - TOTAL
Critical 80 65 32 37 31 26 26 18 25 340
Impacting 485 347 257 158 172 127 111 119 72 1848
Limited 607 448 294 335 290 208 210 195 140 2727

Total 1172 860 583 530 493 361 347 332 237 4915

Graphic summaries of the above tables follow.

9
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SUMMARY OF PROBLEMS BY SYSTEMS MANAGEMENT AREA
ACROSS MVS COMPUTER SYSTEMS REVIEWED
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Some of the unresolved problems had the potential to adversely affect

computer systems integrity. For example, one critical problem
identified by the diagnostic software pertained to specialized system
software for disk storage management. The problem description

provided by the package stated "if an audit, list, or report command
uses the 0DS parameter specifying a name which is a catalog alias, the
catalog will be destroyed." (A catalog is a critical,systemwide data
control file; an alias refers to an alternate name.) Since data files
and program libraries are normally located by using a catalog, a
destroyed catalog can have catastrophic effects on an agency's
critical applications. Similarly, the computer-generated description
for another critical problem we encountered stated "VTOC index space
map can become corrupted for a 3350 or 3380 model E." (A VTOC, or
volume table of contents, index space map is a critical data control
file for disk storage devices, such as disk device models 3350 and
3380.) A corrupted VTOC can render the data on the entire device
essentially unusable and can have severely disrupting effects on an

~agency's critical applications. Clearly, unresolved problems like
these are a serious concern because they threaten the integrity of
agency computer systems, Information systems management should take
advantage of commercially available diagnostic software tools to guide
preventive maintenance activities, thereby strengthening the overall
system software management process.

Operating System Software Management Policies, Standards, and
Procedures

Despite the importance and technical complexity of system software
management, none of the nine MVS computer centers reviewed had
adequate written policies, standards, or procedures pertaining to this
crucial topic. Without such guidance, information systems management
cannot be assured that operating system software (which controls
agency computer systems) will be installed and maintained in a
cost-effective manner that avoids introducing computer systems
integrity exposures and vulnerabilities. In our opinion, had proper
written guidance pertaining to operating system controls been issued
and followed at the computer centers reviewed, many of the problems
found--particularly the integrity exposures--probably would not have
occurred. By providing quality, documented management guidance,
~agencies can minimize or even eliminate integrity exposures resulting
from errors, omissions, or lack of adequate controls over operating
system software. »

Need to Strengthen Security Software Controls

Effective security requires the segregation of user duties so that no
s1ng1e user can circumvent the computer system's internal controls
over the management and use of computer resources., An environmental
security software package (in conjunction with an operating system
that has its integrity intact) can achieve such segregation of duties
by providing reasonable assurance that a computer system's hardware
and software resources are being protected from accidental or
deliberate modification or unauthorized use. In addition, security
software provides the means to restrict and contain accidental or
deliberate actions which could otherwise disrupt computer operations
or cause errors and improper modification of valid information.

12
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However, state-of-the-art security software packages are only as
effective as the quality of their implementation and administration.
From this perspective, Federal agencies have been unsuccessful in
achieving computer systems integrity--as evidenced by the fact that
all agency computer centers we reviewed had significant control
deficiencies in security software implementation and administration.
As shown below, thése deficiencies included (a) improper technical
implementation of security software features and (b) inadequate
administragive controls. -As a result, computer center operations are
exposed to significant security risks which threaten the overall
missions and goals of the Federal agencies. -

PROFILE OF SECURITY SOFTWARE CONTROLS
AT AGENCY COMPUTER CENTERS REVIEWED

CONTROLS IMPLEMENTED?
(NUMBER OF CENTERS)

YES NO  UNK*
TECHNICAL SECURITY SOFTWARE CONTROLS

Operational parameters/options:

Critical system files adequately protected 2 6 2
Sensitive utility programs adequately controlled 0 7 3
Tape bypass label processing adequately restricted 2 6 2
Special security exposure interfaces installed 1 5 4
"Super users" adequately restricted 1 9 0
ADMINISTRATIVE SECURITY CONTROLS _
Securﬁty administered by independent staff 1 8 1
Adequate policies, standards, and procedures 0 8 2
Security violation reports effectively reviewed 1 8 1

*UNK Unknown., In certain cases, the control .dimension either could not
be assessed or the results of the assessment did not fall clearly into
either the "yes" or "no" category. ; -

Technical Securiiy Software Controls

The deficiencies we identified in the various agencies'. compliance
with generally accepted security practices when implementing security
software centered around the (a) selection of parameters and other
security-related options, and (b) assignment of user privileges. Only
two centers had adequately protected all critical system files (e.g.,
APF libraries) from. unauthorized access. In .addition, none of the
Centers used security software to control sensitive system utility
programs (e.g., "superzap," which can copy, modify, and destroy user
and critical system data), users generally were not restricted from
bypassing label security checks (referred to as bypass label
processing) when accessing data residing on magnetic tapes, and
special security exposure interfaces (required by certain powerful

13
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software packages to bring them under the control of security software)
generally were not installed. Further, the number of users assigned
power ful security privileges (i.e., "super users") exceeded generally
recommended 1imits. Collectively, these deficiencies made it virtually
impossible for security software to enforce separation of duties
between tfhe various users of the computer systems reviewed. To ensure
adequate protection of critical agency applications and other computer
resources through software-enforced separation of duties, information
systems management needs to improve its selection of operational
parameters and assignment of wuser privileges when impiementing
environmental security software,

Administrative Security Controls

Eight of the ten agency computer centers did not have an independent
group assigned to administer security software. In general, technical
administration of computer security had been assigned to systems
programmers, who also had numerous other important system
software-related technical responsibilities (e.g., system software
maintenance, computer performance monitoring and tuning, etc.). This
arrangement violates the generally accepted data processing control
practice of not assigning systems programmers to administer a computer
center's security function. Because systems programmers at the
majority of centers we visited controlled both security software and
the operating system software supporting that security software,
organizational separation of duties--where the activities of one
employee act as a check on those of another--was not achieved. As a
result, the controls provided by security software could not be fully
relied upon. Information systems management must ensure independent
system security administration and control by assigning this important
function to a separate group.

Of the ten agency computer centers reviewed, eight lacked adequate
computer security policies, standards, and procedures pertaining to the
crucial area of security software use, and/or were not following such
guidance. (Reviewing this topic at the other two agencies was
impractical because of unique conditions affecting their security
environments.) Without such guidance, information systems management
cannot be assured that security software protecting agency computer
systems will be implemented and-administered in a cost-effective manner
that minimizes security exposures and vulnerabilities. In our opinion,
had proper written guidance pertaining to security software controls
been issued and followed at the computer centers reviewed, many of the
problems -found probably would not have occurred. For example, at the
eight agency computer centers where this issue was reviewed, no one was
effectively reviewing security violation _ reports--a routine
administrative task normally required by formal security policies,
standards, and procedures. By providing quality, documented management
guidance, agencies can minimize or even eliminate security software
control weaknesses resulting from errors, omissions, or lack of
adequate controls over security software.

14
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Recommendations

We recommend that:

OMB encourage Federal agencies to: =

0 develop effective policies, standards, and procedures for
operating system software management and security software use;

0 take advantage of commercially available diagnostic software
tools to guide operating system preventive maintenance;

o carefully evaluate, and where appropriate adhere to, vendor
guidelines in the management and use of operat1ng system and
security software and

0 wuse the reporting provisions of OMB Circular A-123 to identify
operating system and/or security software weaknesses, where
appropriate, as material internal control weaknesses.

NIST, with technical advice and assistance from National Security
Agency (NSA), develop and issue information systems management
guidelines which cover both operating system and security software
controls, specifically addressing operating system . extension,
protection, and maintenance and security software implementation
and administration.

NIST appropriately emphasize operating system and secur1ty software
controls improvements in the computer security plans that are now
being prepared in accordance with the Computer Security Act of
1987.

NIST, with technical advice and "assistance from NSA and GSA,
develop training guidelines to ensure that Federal information
systems managers are aware of the integrity and security risks
posed by system software, such as certain commercially available
products and public domain programs. .

GSA specify system software management as a Governmentwide priority
area for review by Federal agencies under the Information Resources
Management review process mandated by the Paperwork Reduct1on Act
of 1980 :

e
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II.

IMPROVING MANAGEMENT OF DISK AND MAGNETIC TAPE STORAGE RESOURCES

OMB Circular A-130 and the Paperwork Reduction Reauthorization Act of
1985 require Federal agencies to use their information resources
(which include disk and magnetic tape storage resources) in an
efficient, effective, and economical manner. However, as shown by
our computerized analyses of combined disk storage resources
(methodology described in Appendix B) valued in excess of $83.8
million, significant opportunities existed to improve disk storage
management at all agency computer centers reviewed. In total, an
estimated $17 million in inefficiently used disk storage ($16 million
at the nine centers with IBM equipment, and $1 million at the one
center without IBM equipment) could be recovered and made available
for reuse through the application of generally accepted disk storage
management techniques--thereby reducing the need for future -
additional disk storage procurements. Similarly, as shown by our
computerized analyses of magnetic tape storage (methodology described
in Appendix B) at seven of the nine centers equipped with IBM
computers, tape processing efficiency could also be significantly
improved, In our opinion, the lack of formal storage management
plans (addressing both disk and tape use) at 7 of the 10 agency
computer centers contributed to the widespread inefficient use of
disk and tape storage resources, Additional guidance is needed for
agency information systems management to better focus attention on,
and to strengthen controls over, disk and tape storage resources.

Need to Strengthen Disk Storage Management

Although the wunit cost of disk storage technology has fallen
dramatically since the 1970's, agencies continue to experience
storage shortages and must endure lengthy procurement processes to
acquire additional storage, Information systems managers have a
vested .interest in developing storage management plans and
implementing generally accepted disk storage management techniques so
that their agencies can achieve the best possible utilization of this
resource. These techniques involve migrating (i.e., moving) inactive
files from costly online disk storage devices to substantially
cheaper offline magnetic tape storage, recovering unused disk space
that has been allocated in excess of actual needs, and ensuring that
disk space allocation is maximized according to the type qf disk
device in use. For example, $17 million worth of disk storage’ could
be recovered for reallocation at the 10 computer centers we visited
if agency information systems management (a) migrated to tape those
disk files which have been inactive for 30 or more days, (b) released

1 Because of the various ways (e.g., lease, rental, purchase, etc.) in

which the nine agencies with IBM (or compatible) equipment procured their
disk storage and the different points in time when it was acquired, we
computed a standard cost for assigning a value to their combined disk
storage resources. This standard cost was based on.GSA schedule prices for
purchasing IBM disk devices and asscciated control units, plus 5 years of
maintenance, It excluded other significant cost components, such as floor
space, electricity, and cooling costs, because figures for these jtems were
not readily available,
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